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802.11i1s a group in the IEEE that defines
standards for wireless local area networks
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* 802.11 is the wireless local area « 802.11 is marketed as WiFi by the
networking Working Group in the WiFi Alliance (formerly WECA)

IEEE » The WiFi Alliance is an industry
« 802.11 defines standards for forum that:

layer 1 & 2 functionality only: — Defines interoperability subsets of

— MAC (media access control) the 802.11 standard

— PHY (physical layer) — Undertakes (very) simple

interoperability testing

— Note: New Hampshire IOL runs a
more comprehensive compliance
test programme
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802.11 is sponsored by the Computer Society &
makes standards through the Standards Board

Cisco.com

802.11 can be
successful — it has
an odd number ©

IEEE 802

Working Groups (WG)
Tech Advisory Groups (TAG)

Exec Comm Study Groups

Task Groups (TG)

Study Groups (SG)
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802.11 standards are written by a Task Group &
are approved by the IEEE Standards Board

i i T Cisco.com
1) Have idea > 2) Create draft ¥ 3) Approve standard
! ! !
What? Who? What? Who? What? Who?

Approve draft
Socialise idea | Anyone Write draft TG after series of
Sponsor Ballots

Sponsor
Pool

Approve draft
after series of WG Review draft RevCom
Letter Ballots

Approve WG,
formation of SG SEC

IEEE
Write PAR SG Forward draft to WG, Approve Standards
Sponsor Ballot SEC standard
Board
Approve PAR gVE((;: Publish IEEE
to create TG ’ standard Staff
NesCom
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802.11-1999 defines a MAC with two access
methods and three PHYs

e i e Cisco.com
MAC SAP
Basic MAC features
« Configurations
— BSS « Most common configuration
— IBSS « Not often used =
MLME |E
2 « Access methods (inc MIB <
= | — DCF (CSMA/CA)<«— Simplicity of DCF key to success of WiFi 4
_ _ access) |&
— PCF (polling) «—— Rarely implemented
» Other features
— Power save «— Inconsistently implemented
— Security (WEP) «— Broken but proprietary fixes exist
PHY SAP PHY SAP PHY SAP PHY SAP PHY SAP PHY SAP PLME SAP
FHSS DSSS IR
1-2Mb/s 1-2Mb/s 1-2Mb/s <
> | 24GHz | | 2.4GHz il -
in
x| §14 § 15 § 16 (inc MIB 1o
access) |5
Obsolete
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802.11-2003 will include two additional PHYSs,
bridge support and “world mode”

e ! Y Cisco.com
Basic MAC features 802.11c
» Configurations « Bridge support in
—BSS cooperation with
— 1B 202 MLME
O |+ Access methods .
< 802.11d (inc MIB
= | —DCF (CSMA/CA) » Extend operation to access)
— PCF (polling) new regulatory
e Other features domains
— Power save
— Security (WEP)
FHSS DSSS IR OFDM DSSS
1-2Mb/s 1-2Mb/s 1-2Mb/s | | 6-54Mb/s | 5.5-11Mb/s
> | 24GHz | | 2.4GHz 5GHz | | 2.4GHz (i|r31|(;I\I<I/IIIEB
o § 14 8§15 8§16 8§17 8§18 access)
802.11a 802.11b
+ corrl
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Five task groups are nearing completion

L Cisco.com
Basic MAC features 802.11c 802.11e
» Configurations » Bridge support in * QoS extensions
— BSS cooperation with 802 11f
—IBSS 9021 ¢ Inter Access Point MLME
2 » Access methods 802.11d _ Protocol (IAPP) .
S| _DCF(CsMa/cA) * Extendoperationto gu, 44, (inc MIB
— PCF (polling) new regulatory M access)
domains
* Other features management
— Power save 802.11i
— Security (WEP) - Security extensions
-
FHSS DSSS IR OFDM DSSS DSSS
1-2Mb/s 1-2Mb/s 1-2Mb/s | | 6-54Mb/s | p.5-11Mb/s |1-54Mb/s
> | 24GHz | | 24GHz 5GHz | | 2.4GHz | | 2.4GHz (iitl\lc/ﬁe
o § 14 § 15 8 16 8 17 818 8§19 access)
802.11a 802.11b 802.119g
+ corrl
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TGe Is chartered to add Quality of Service (QoS)
extensions to the MAC

I T TTTT T TTTT T TTTT T T Cisco.com
The problem The proposed solution
 DCF does not provide any QoS - Add differentiated QoS using
features EDCF, which parameterises DCF
 PCF does not work in BSS * Add “guaranteed” QoS using
overlap configurations HCF, which allows polling at any
time

* PCF polling can only occur in
special Contention Free Periods « Add implicit (FCFS) and explicit

. e . admission control
« Access is not “fair” for stations

tx’ing at different rates « Allow STA’s to gain access for a
TXOP (transmission opportunity)
« Define some optional features

— Direct STA to STA transmissions
— Burst ACKs
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It appears TGe has reached a compromise after

3+ years of fighting

The issues

« TGe never established a common
vision of what QoS means and
thus spent a lot of time arguing

« Some believe EDCF:

— does not provide sufficient
differentiation, especially in hidden
node environments

« Some believe HCF polling:

— does work well with overlapping
BSS'’s

— is too complex, especially the
scheduling

— Is unnecessary because EDCF is
sufficient
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The compromise

« TGe has spent 3+ years fighting
and even threatening law suits

It is recognised that this is
unsustainable for much longer

- At the recent meeting a
compromise was reached:

— EDCF is mandatory
— HCF polling is mandatory, but
“mandatory” is defined to mean
“optional” ©
Likely completion
— Draft should be in a stable state by
mid 2003
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TGTf I1s chartered to define arecommended

practice for an Inter Access Point Protocol (IAPP)

The problem The issues

* There is no standardised way for » Lack of fast roaming support,
AP’s to cooperate as STAs move particularly required for voice

around the network * Only supports use of RADIUS (in

The proposed solution a non-standard way)

* A “Recommended Practice” for * Most vendors are planning to
an IAPP ignhore it

« The IAPP provides secure multi- Likely completion

vendor AP interoperability - Draft is in Recirculation Sponsor

« Allows transfer of context and Ballot — almost through balloting
update of bridging tables as STA

« Standardisation will probably
move

occur sometime in 2003
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TGg Is chartered to define a new high rate PHY
operating at 2.4GHz

I T TTTT T TTTT T TTTT T T Cisco.com
The problem The issues
* Many want to be able to operate - The backward compatibility
at a high rate in 2.4GHz band mechanisms reduce performance
« Also want backward compatibility — Short vs long slot times
with eXiSting 802.11b pFOdUCtS — Protection mechanisms
The proposed solution Likely completion

» Redefines 802.11a OFDM to

operate at 2.4GHz » Draft is almost stable

- Defines optional modes for « Standardisation probably in early

political compromise purposes 2004
— CCK-QFDM from Intersi| - Vendors have already announced
— PBCC from TI products

* Defines backward compatibility
mechanisms

Designing the Future © 2002, Cisco Systems, Inc. All rights reserved What will be standardised by 802.11?-TGg 16



Designing the Future

TGh Is chartered to define spectrum
management (DFS and TPC) for Europe
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The problem

* Europe allows operation at 5GHz
In two bands

— 5150-5350 MHz
— 5470-5725 MHz

* Europe has defined draft
regulations for operation

— Dynamic Frequency Selection (DFS)
to avoid interference with radars

— Transmit Power Control (TPC) to
avoid interference with satellite
feeder links

The proposed solution

» Modifications to MAC to control
DFS and TPC

© 2002, Cisco Systems, Inc. All rights reserved

The issues
* Regulations are not yet finalised
Likely completion

 Draft is going into Sponsor Ballot
process

« Sponsor Ballot process will not
complete until the regulations are
finalised in early 2003

« Completion is unlikely to be
delayed by WRC’03

Cisco.com
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TGl Is chartered to replace the current, broken
802.11 security mechanisms

il Cisco.com

The problem The proposed solution

« Everyone wants appropriate » 802.1x based authentication
security without user complexity

802.1x key management
« 802.11 authentication broken — Allowing key rotation

— Trivial to steal credentials RADIUS based key distribution

* 802.11 WEP broken . .
Dat bl without k New encryption mechanisms
— Data recovery possible without key _ TKIP including

— Encryption improperly utilised _ per-packet key mixing

— No replay attack protection — message integrity function (MIC)
— Trivial encrypted message forgery — AES/CCMP

* Relevent papers include — AES/WRAP

— Walker (Oct 2000) IBSS and QoS security?
— Borisov et al (Jan 2001) : :
Likely completion

— Fluhrer-Mantin-Shamir (Aug 2001)
» Draft may be stable by mid 2003
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WIFI Allilance has defined a subset of 802.111

that iIs mandatory from mid 2003

L T
What? TGi WPA

802.1x based authentication v v
802.1x key management v v
RADIUS based key distribution v v
New encryption mechanisms

- TKIP v v
- AES/CCMP v x
« AES/WRAP v x
IBSS operation ? x
QoS support v x
Fast handoff/Pre-Authentication ? x
Side-channel communication ? x
Denial of service protection ? x
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Two new Task Groups are about to start work

I T TTTTTTTTT T TT T T T T Cisco.com

TGj - 4.9-5GHz operation in Japan TGk - Radio resource management

« Goal + Goal
— Enhance 802.11a PHY and 802.11 — To provide consistent radio and
MAC to allow operation in 4.9 GHz network measurements to higher
and 5 GHz bands in Japan layers
» Current status » Current status
— SEC approved PAR and 5 criteria — SEC approved PAR and 5 criteria
and forwarded them to NESCOM for and forwarded them to NESCOM for
formal creation of Task Group formal creation of Task Group
* Likely completion * Likely completion
— Late 2003? — Mid 20047
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A study group is currently writing a new PAR
and other ideas are emerging

L T Cisco.com
HT SG - High Throughput Other possible topics
« Goal * Fast roaming

— High throughput (>100MB/s?)
extensions (or replacements?)in
2.4GHz and/or 5GHz bands? o ...

* Mesh networks

 Current status

— Study group life has been extended
until March 2003

» Likely completion
— Not known
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The cost of Cisco’s WLAN is paid back with
Increased productivity of 1-2 minutes per day

WLAN user cost

Installation +
Infrastructure +
Support +
WLAN Client Adapter +
Other

Employee cost

»$500 (year 1) + $300 (year 2 ...)
»$1-$2 per day per user

Salary +
Benefits +
Furniture, Equipment +
Allocated Expenses +
Other

1 |

»$120K — $300K /year /employee
»$1-$3 per minute per employee

1 |

Payback with productivity increase of only 1-2 minutes per day
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The productivity gain of WLANs for many at

Cisco IS measured in hours, not minutes
e T TTTTTTTTTT T T Cisco.com

Save time during meetings Avoid “I'll do it later” syndrome
» Use time before meetings start « Share presentations and arrange
« Use time during meeting breaks meetings instantly
- Use time when not relevant * Benefit mainly for mobile
- Saving = 3-4 meetings/day x 5 knowledge workers
min/meeting = 15-20 min/day * Saving = 15-20 min/day
Improve communications Improve meeting effectiveness
* Enables use of Instant Messaging « Enables real time distribution of
- Get answers instantly regardless of meeting materials
location and without disturbing « Makes conference calls more
meetings productive
« Saving = lots « Saving = lots
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“WLAN'’s are changing the way we
Work, Live, Play and Learn”
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