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Internet Society of Australia
A Chapter of the Internet Society 
ABN 36 076 406 801 

C/- Maddocks, Level 7, 140 William Street
Melbourne, Victoria 3000
Accounts: P.O. Box 351, Glenorie NSW Australia 2157


EXECUTIVE DIRECTOR ATTENDS ISOC CHAPTERS WORKSHOP  and INET ASIA REGIONAL CONFERENCE in HONG KONG 

1. ISOC CHAPTERS WORKSHOP 12 APRIL 2010

Attndees:

Anne Lord, Senior Manager, Chapter and Individual memberships ISOC

Rajnesh Singh, Head Regional Bureau for Asia  ISOC

Charles Mok Chair, ISOC Hong Kong

Edmon Chung, Vice Chair, ISOC HK 

Andrew Molivurae, PICISOC,  

Mazen al-Haddad, ISOC Bahrayn,  

Maureen Bello, ISOC Philippines, 

Allen Jong-Woei Whang,CEO ISOC Taiwan, 

Julian Vincent, Chair, ISOC Malaysia, 

Norbert Klein, ISOC Cambodia

Holly Raiche, ED ISOC-AU  

Observer James Galvin, ISOC-Washington DC.  

The most valuable part of  this workshop was simply meeting each other – putting faces to the names we see on emails. The oldest chapter represented amongst the group was Taipei – founded in 1996; the youngest – Malaysia, established on 1 April this year. 

The workshop was a wonderful opportunity to understanding both the differences between Chapters – and similarities. The Chapter activities range from ISOC-AU and HK – well established, with a focus on events and how issues are progressed with government, regulators and other relevant organizations – to the Philippines which is just restarting, and faces such basic issues as a steady supply of electricity, let alone broadband, and PICISOC, where access to computers and broadband are the issue. A lot of the discussion was about funding – what sort of events are held, how money is raised, (Bahrayn has the opposite problem – what to do with the money they receive) what training is undertaken. We also had input from James Galvin, talking about ISOC-Washington D.C.  Unlike other Chapters that represent a country, his chapter is based on the Wider Washington DC area, with their activities based on monthly meetings of members to share ideas and issues.

The Workshop began with a reminder to us all of ISOC’s vision and mission – globally and from an Asian perspective. http://www.isoc.org/isoc/mission/principles/ 

The next session was on ‘becoming a successful Chapter.  ISOC has developed a very useful handbook – a ‘how to do it’ guide with lots of useful information for ISOC Chapters. http://www.isoc.org/isoc/chapters/guidelines/  The discussion that followed was on the range of activities various Chapters undertake, with some exploration of what other activities each Chapter might pursue and how we might become for successful Chapters.  Some of the goals for Chapters included:

· More regional representation

· More membership within each Chapter

· More interaction between members

· More participative stakeholders

· More events to draw in members

The meeting then reviewed the ways in which ISOC supports Chapters including

· Chapter Event Funding – http://www.isoc.org/isoc/chapters/funding

· Community Grants - http://www.isoc.org/isoc/chapters/projects/

· Travel fellowships - http://www.isoc.org/isoc/chapters/travel/

· Training fellowships for the IETF - http://www.isoc.org/educpillar/fellowship/index.php
· IGF Ambassadors program – http://www.idos-au.org/pubpolpillar/igambassadors
· ISOC Presentations for events: (contact Chapter-support@isoc.org)

The final session was a very practical one – working through ISOC’s new membership system – the Association Management System – that records chapter members, but with additional functionality that will be useful to all Chapters for contacting their members.  

2. INET CONFERENCE 13-14 APRIL 2010

The Agenda for this two day conference is available at: (see http://www.isoc.org/isoc/conferences/inet/10/hongkong.shtml)

+Keynote – Jeremy Godfrey, Government Chief Information Officer, HKSAR Government
The themes of his presentation were:

HK as having one of the highest rates of broadband in the region, if not globally.  However, there is a digital divide, with the Government’s view that thenext generation network must include all sectors of the community – addressing the digital divide, and recognising the cost of access and equipment as barriers There is support from the legislative assembly for direct financial assistance to families with children to ensure access, but is also a need to get parents to want to have the Internet at home.

On IPv6 – there is a need to plan the transition now.   Now, most government websites can be reached on IPv6, but there is a need to invest in IPv6 – and not leave it to the last moment, when there will be a shortage of skills and equipment as everyone tries to transition. 

Rajnesh Singh, Head, Regional Bureau for Asia, ISOC

Themes of his presentation: 

· The need for an inherently trusted network, with security balanced against privacy concerns

· The decentralised nature of the Internet as empowering users and supporting innovation and creativity

Paul Wilson, Director-General APNIC

The Internet as intimately tied up with deregulation – as a platform for competition.  The network is becoming a dumb network, with intelligence at the edges.  With broadband, there are higher speeds, and more applications – leading to huge increases in demand for IP addressing.  IPv4 exhaustion is inevitable and the transition to IPv6 should be inevitable.  Less than a year ago, under 40% of ISPs were planning for IPv6 – and he cites the OECD report on IPv6 readiness.  With barely 18 months to go, the issue is who is ready. 

Hiro Hotta, Director, International Affairs, CNNIC

Talked about the taskforce established (and Government fundked) in 2008 to manage IPv4 exhaustion – with a broad base membership including all parties, including ISPs, telecoms associations, users, etc – the multi-stakeholder approach. 

Christian Dwinantyo, General Manager for IP Dept D-NET – an ISP in Djakarta, Indonesia.  Talked about the development of planes to transition to IPv6 including

· An addressing plan – how it might look

· How to consider various customers – households/business

· Transition – preference for duel stack – tunnelling is not a long term solution

· Security - need for separate security for IPv6 – security for IPv4 will not apply

· The challenge no bandwidth management that supports IPv6

Takeshi Tomochika, Manager IP Technology Dept NTT 

The area he is in is support for enterprise customers. Points raised:

· First issue: external connectivity for IPv6 internet connection

· Second issue – public servers accessible from IPv6 users

· Third issue - enterprise users communicating with external IPv6 servers

· Fourth issue – VPN connection

· Fifth issue; Layer 2 VPN connection for IPv6 based applications. 

 He then gave a case study to illustrate his points

Che-Hoo Cheng, Convener, IPv6 Working Group, ISOC-HK

Talked about the Hong Kong approach to support the IPv6 transition: The transition should happen now – it is not a next generation issue.  HK is behind Japan, China, etc, but is catching up.    On the backbone ISP, most can provide IPv6 transit service in HK. For business oriented retail ISPs, few can provide it.   Referred to material on their website: www.IPv6world.aisa.

Trent Adams, Outreach specialist, Trust & Identity ISOC

Is about trust and confidence from the end user perspective

Confidence – is gained through the positive interactions experienced over time

To gain trust and confidence:

Build  on the success of the Internet model – openness and accessibility

Support technologies that enable trust from layer 1 to the top

Encourage policies that take steps to enabling and strengthening a chain of trust

Encourage economics of innovation to support the value train.

A Trust ecosystem:

Technology

· protocols

· applications

Regulatory – the ruleas by which technology is deployed


Government

Enterprise

Society – online and off line

To build blocks of trust:

· For Security – in spread/storage/access/usage

· Accountability – verifiable/openness/remediation

· Value enhancing – need for technology to make value centric

· Evolves – through feedback, flexibility and innovation

· Technologies – network access control – authenticating access/device authentication

· Trust enabling infrastructure – DNSSEC, PKI, TSL

· Trust enabling frameworks – CERTS

James Galvin, Director, Strategic Relationships and Technical Standards, Afilias

For end users – their concern is a safe and secure experience of the Internet

DNS – as a critical infrastrcture component of security

What is DNSSEC – it guarantees that the information you have received is what the owner wants to to have

Specifically – the signed information is correct regardless of where you got it – it does not care where the information came from.

Virtually everything we do on the Internet depends on DNS –which is built on trust.   The issue today is that trust is not enough – the issue is who has signed the information sent- which is where DSNSEC provides the seurity.

Rod Rasmussen, Co-chair APWG

Provided background on the Anti Phishing Working Group (APWG) – has over 3000 members from 1,700 companies.  Its roles:  as data clearing house, advisor to Government and industry, as a mustering point andstatistician. 

Over 50% of the domains that are causing the problem are from.com.  The trends:

An avalanche of rock phising – using fast flux to target – and distributre malware

Shift to non traditional targets – online games, email service providers

Need for everyone to sign the European convention on cyber-crime

What we can do:

· Registry lelvel domain name locking

· DNSSEC

· Watching domain names and monitor DNS

Dave Piscitello. Senior Security Technologies, ICANN
Gave case study of misuse of domain name and privacy

The conundrum – want to control what one reveals about registrants – so who has the controls

Privacy controls very from registrars and between jurisdictions.  

Criminals exploit privacy controls to evade detection.  Did a study based on 3FN hopsting.  The Court ordered the site shut down – so ICANN could look at the data published – how many 3FN domains with privacy protections hosted malicious content. The majority were involved in malicious activity  Privacy protections are used by registrants. In the case of 3FN, 49% of those hosted that had used privacy protections were reported for one or more malicious activity.  It confirms that a higher percentage of malicious domains use privacy protection registration services.   Is need for guidelines for criteria that registrants should meet to get privacy protection, with possible exception for natural persons. If natural individuals using privacy service and are exempt, that person should not be engaged in commercial activity.










The Internet Is For Everyone

http://www.isoc-au.org.au


